
CYBER SECURITY
OFFICER’S HANDBOOK ON

NATIONAL CYBER SAFETY AND 
SECURITY STANDARDS 

(An Autonomous Body)

Shri. Narendra Modi 
 Honourable Prime Minister of India.

Terrorism is changing 
in character and 
expanding in its 

reach. Internet has 
made recruitment 

and call to violence 
self-generated. It 

also feeds off money 
laundering, drug 

trafficking and arms 
smuggling. We need a 
comprehensive global 
strategy for a global 

problem.

National Cyber Safety and 
Security Standards have 
done an extensive research 
in the Cyber domain to 
understand the nature of 
cyber threats and Cyber 
Crimes. We have understood 
that the multi – faceted 
cyber technology cannot 
be handled by common 
standards and security 
policies. We came to know 
that, it needs different 
strategies for different 
sectors of Cyber domain.

The National Cyber Safety 
and Security Standards is an 
Autonomous Body, which is 
controlled and monitored by 
the High Level Committee 
Chaired by Honourable 
Justice Dr. S. Mohan, Former 
Judge, Supreme Court of 
India and Chairman, National 
Cyber Safety and Security 
Standards . 

India “Truth Alone Triumphs”(Satyameva Jayate) 

Present Scrutiny
	 5,000 Years Old Ancient Civilization.
	 530 Languages Spoken.
	 652 Dialects. 
	 18 Official Languages. 
	 28 States, 7 Union Territories. 
	 3.28 Million Sq. Kilometres - Area. 
	 7,516 Kilometres - Coastline. 
	 1.23 Billion Population. 
	 5600 Dailies, 15000 Weeklies and 20000 Periodicals in 21 

Languages with a Combined Circulation of 142 Million. 
	 Gdp $1840 Billion. (Gdp Rate 5.5%). 
	 Parliamentary Form of Government World’s Largest Democracy. 
	 World’s 4th Largest Economy. 
	 World-Class Recognition in it, Bio-Technology and Space. 
	 Largest English Speaking Nation in the World. 
	 3rd Largest Standing Army Force, Over 1.5 Million Strong. 
	 2nd Largest Pool of Scientists and Engineers in the World.

Dedicated to 

Our Nation

The Greatness of

India



CYBER SECURITY
OFFICER’S HANDBOOK ON

NATIONAL CYBER SAFETY AND 
SECURITY STANDARDS 

(An Autonomous Body)

[Not For Sale]



2

O
FF

IC
ER

’S
 H

A
N

D
BO

O
K 

O
N

 C
YB

ER
 S

EC
U

RI
TY

OFFICER’S HANDBOOK ON 
CYBER SECURITY

NATIONAL CYBER SAFETY AND  
SECURITY STANDARDS

Copyright @2014

Copyright Notice : All rights reserved. No part of this publication 
may be reproduced, transmitted, or transferred by any means, 
electrical or mechanical. Any unauthorized use is strictly prohibited 
by law including sharing, reproduction, or distribution.

Legal Notice : Every attempt has been made to verify all information 
provided in this publication, however, neither the author nor 
publisher assumes any responsibilities for omissions, errors, or 
contradictory information in this book.

Published by the Office of the Additional Director – General 
Publication Division 
National Cyber Safety and Security Standards 
(An Autonomous Body)

CYBER HOUSE – Southern Region 
No: 1, 1st Floor, 1st Avenue, 
8th Cross Street, Indira Nagar Main Road, 
Adyar, Chennai – 600020.

Phone	 :	 044 – 2440 1766 / 044 – 2445 1766 
Fax	 :	 084688 65111 
Email	 :	 support @nationalcybersafety.com 
Website	:	 www.ncdrc.res.in



3
O

FF
IC

ER
’S

 H
A

N
D

BO
O

K 
O

N
 C

YB
ER

 S
EC

U
RI

TY

Honourable Dr. Justice S. Mohan  
Former Judge, Supreme Court of India 
Chairman – National Cyber Safety and Security Standards

Foreword

Today the cyber world has come to occupy an important 
place in the history of mankind. As science advances, the 
knowledge also expands. It is undeniable fact that cyber world 
has thrown a new vista but regretfully it has to be noted 
that it has also being misused and spreading undesirable 
information. It has become necessary to find out ways and 
means to curb this menace of spreading evil knowledge

We live in the electronics age in which every institution 
of Government, Business and Industry, big and small, and 
even the family interact and communicate with one another 
electronically. Electronic devices which process data are 
no longer confined to what we traditionally consider as 
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computers, but are pervasive in everyday life. They range 
from mobile ‘smart’ telephones to global positioning by 
satellite devices, and from health-monitoring devices to 
defibrillators.

	 Information Security is an art, not a science and the 
mastery of information security requires a multi-disciplinary 
knowledge of huge quantity of information, experience, 
and skill. There is a great satisfaction knowing that your 
employer’s information, communications, systems, and 
people are secure. Comprehensiveness is an important part 
of the game you play for real stakes because the enemy will 
likely seek the easiest way to attacks the vulnerabilities and 
assets that you haven’t fully protected yet.

	 The past decade has witnessed tremendous legal 
reform by countries around the world. The most influential- 
electronic commerce has led countries to revise and update 
their rules of evidence on the proof and admissibility of 
such evidence. And litigants have responded courts are 
witnessing a myriad and a rising volume of electronic 
evidence tendered by the parties. These ranges from emails to 
mobile messages, from chat records to blog entries and even 
“tweets” to mobile messages, resolving the many difficult 
issues regarding discovery and inspection of electronic 
documents (or electronically stores information) and the 
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authentication and admission of electronic evidence now 
calls for a technologically savvy bar.

	 The book entitled, Cyber Crime, Types of Cyber 
Crime and Tips on Protecting Yourself against Cyber Crime, 
Computer Viruses and Solutions to Computer Viruses, 
Online Fraud and Financial Transactions and Instructions 
on Protecting Yourself against Cyber Crime, Cyber War 
and Cyber Terrorism and Ways on How to Prevent Cyber 
Terrorism from Happening.

I am glad to note that National Cyber Safety and 
Security Standards is publishing an Officer’s Handbook on 
Cyber Security. This book is very useful to all the people who 
are working in the Government Sector. I convey my best 
wishes to the National Cyber Safety and Security Standards 
publishing committee.
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Dr. S. Amar Prasad Reddy 
Additional Director – General 

National Cyber Safety and Security Standards

Preface

Today, the internet has turned 40, and with its maturing, 
the threats are increasing. Botnets and cyber-criminals are 
making news regularly. It has become increasingly obvious to 
everybody that something needs to be done to secure not only 
our nation’s critical infrastructure but also the businesses we 
deal with on daily basis. The question is, “where do we begin?” 
what can the average information technology professional do 
to secure the systems that he or she is hired to maintain? One 
immediate answer is education and training. If we want to 
secure our computer systems and networks, we need to know 
how to do this and what security entails.

As global networks expand the interconnection of 
the world’s information systems, the smooth operation of 
communication and computing solutions becomes vital. 
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However, recurring events such as virus and worm attacks 
and the success of criminal attackers illustrate the weaknesses 
in current information technologies and the need to provide 
heightened security for these systems.

In the contemporary times, when the business of 
Government and public sector undertakings is conducted 
on-line, there is always looming threat of invasion/hacking 
by criminals and anti-national elements. These initiatives 
from National Cyber Safety and Security Standards has 
provided insight into the techniques which can frustrate 
and preempt such attempts. The work of this nature elevates 
the standards to safeguard website from invasion and 
intrusion, by miscreants and it also immaculately spells out 
the prescription for detection of cyber crime.

The Cyber World has been created by computers and 
computer networks. Internet, an electronic communication 
network, which connects all computer networks around the 
world, is an interactive tool for instant access of information 
and knowledge on any subject. The web has created the 
super express highway of communication and infotainment 
connecting every part of the globe which, in turn, has made 
the concept of Global Village a virtual reality.

I wish, the Initiatives of National Cyber Safety and 
Security Standards plays a vital role, in the mission of building 
a secure and resilient cyberspace for citizens, business and 
Government.
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His Excellency Mohammad Hamid Ansari 
The Vice President of India

Honorable Vice President of India is happy to know 
that, National Cyber Safety & Security Standards is focusing 
on the issues of cyber crime in our country.

The Vice President of India extends his greetings and 
good wishes to the National Cyber Safety & Security Standards.
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Shri. Narendra Modi 
Honourable Prime Minister of India

I hope the Handbook will establish and convey the 
most effective ways and means of protecting our national 
security against the worst sort of cyber attacks and provide 
the best safe guards against the cyber criminals threatening 
our Nation and its integrity.

I wish all the success to the National Cyber Safety 
and Security Standards in its crusade to protect the 
Nation.
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Institutional Partners

•	 Ministry of Commerce and Industry, Government of 
India.

•	 Ministry of Social Justice and Empowerment, 
Government of India.

•	 Ministry of Micro, Small and Medium Enterprises 
(MSME), Government of India.

•	 All India Council for Technical Education (AICTE).

•	 Government of Andhra Pradesh.

•	 Government of Goa.

•	 Government of Manipur.

•	 Government of Karnataka.

•	 Government of Madhya Pradesh.

•	 Government of Maharashtra.

•	 Gauhati High Court.

•	 Chandigarh Judicial Academy.

•	 Odisha Judicial Academy, Cuttack.

•	 Department of Science & Technology, Government of 
Gujarat.

•	 Central Bureau of Investigation, Anti-Corruption 
Branch, Chandigarh.

•	 Central Bureau of Investigation/Anti-Corruption 
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Branch, Jabalpur, Madhya Pradesh.

•	 Police Headquarters, Andaman & Nicobar Islands.

•	 Central Bureau of Investigation, Anti-Corruption 
Branch, Chennai, Tamil Nadu.

•	 Central Bureau of Investigation, Shimla, Himachal 
Pradesh.

•	 Central Bureau of Investigation, Anti-Corruption 
Branch, Ghaziabad, Uttar Pradesh.

•	 Crime Investigation Department, Andhra Pradesh.

•	 Central Bureau of Investigation, Mumbai.

•	 Central Bureau of Investigation, Anti-Corruption 
Branch, Patna, Bihar.

•	 Assam Police.

•	 Gujarat Police.

•	 Maharashtra Police.

•	 Uttar Pradesh Police.

•	 National Law University, Delhi.

•	 Police Training College, Daroh, Himachal Pradesh.

•	 Punjab Police Academy, Jalandhar.

•	 Police Radio Training School, Indore, Madhya 
Pradesh.
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National Cyber Safety and 
Security Standards

National Cyber Safety and Security Standards have 
been started with great vision to safeguard the Nation from 
the current threats in the Cyber Space. The multi-dimensional 
structure of technology in the Cyberspace poses a great 
challenge in handling the complex problems in the Cyber 
Domain.

National Cyber Safety and Security Standards have done 
an extensive research in the Cyber domain to understand the 
nature of cyber threats and Cyber Crimes. We have understood 
that the multi-faceted cyber technology cannot be handled by 
common standards and security policies.

Our Nation is treated like a hot spot for cyber attacks 
and information thefts by many countries. Due to this, we 
have taken a visionary initiative to curb and enervate the 
notoriously spreading cyber threats from various directions 
and dimensions.
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 A Common Platform to facilitate the experts to 
provide an effective solution for the complex and alarming 
problems in the society towards Cyber Security domain. 
We are developing innovative strategies and compliance 
procedures to curb the increasing complexity of the Global 
Cyber Threats.

The National Cyber Safety and Security Standards is an 
Autonomous Body which is controlled and monitored by the 
High Level Committee Chaired by Honourable Dr. Justice S. 
Mohan, Former Judge, Supreme Court of India and Chairman, 
National Cyber Safety and Security Standards.
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Dr. S. Amar Prasad Reddy 
Additional Director - General 

National Cyber Safety and Security Standards

Technical Contributors 
Mr. G. Jagadeeswar Reddy, MCA, MBA., 
Mr. G. Sreekanth Reddy, B.Tech, MBA.,
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Definition of Cyber Crime: 
1.	 Crime committed using a computer 

and the internet to steal a person’s 
identity or illegal imports or malicious 
programs. It’s an unlawful act wherein 
the computer is either a tool or a target 
or both.

Weapons of Cyber Crime
1.	 Hacking: 

Unauthorized access to any 
computer or networks is known as 
‘HACKING’. That is accessing the 
information of others without proper 
authorization.

Lesson 1

Cyber Crime, types of Cyber  
Crime and Tips on Protecting  
Yourself against Cyber Crime
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2.	 Data Diddling:
This is altering raw data just before a computer 

processes it and then changing it back after the processing 
is completed.

3.	 Denial of Service attack: 
The Computer is flooded with 

more requests than it can handle 
which cause it to crash. Distributed 
Denial of Service (DDOS) attack is a 
example.

4.	 Email Bombing: 
It refers to sending large numbers 

of mail to the victim, which may be an 
individual or a company by ultimately 
resulting into crashing.

5.	 Trojan attacks: 
This term has its origin in the world ‘Trojan horse’. 

In software field this means an unauthorized program, 
which passively gains control 
over  another ’ s  computer 
by representing itself as an 
authorized program. The most 
common form of installing a 
Trojan is through e-mail.
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6.	 Web Jacking:
This term is derived from the term hijacking. In these 

kinds of offences the hacker gains access and control over the 
website of another. He may even manipulate or change the 
information of the website. This may be done for fulfilling 
political objectives or for money.

7.	 Virus/Worm Attacks: 
Viruses are programs that attach themselves to a 

computer or a file and then circulate themselves to other 
files and to other computers on a network. They usually 
affect the data on a computer, either by altering or deleting 
it. Worms unlike viruses do not 
need the host to attach themselves 
to. They merely make functional 
copies of themselves and do this 
repeatedly till they eat up all the 
available space on the computer’s 
memory.

8.	 Salami attacks:
This kind of Crime is normally prevalent in the financial 

institutions or for the purpose of committing financial 
crimes. An important feature of this type of offence is 
that the alteration is so small that it would normally go 
unnoticed.



20

O
FF

IC
ER

’S
 H

A
N

D
BO

O
K 

O
N

 C
YB

ER
 S

EC
U

RI
TY

9.	 Phishing: 
Phishing refers to the receipt of unsolicited emails by 

customers of Financial Institutions, requesting them to enter 
their Username, Password or other 
personal information to access 
their Account for some reason. 
The fraudster then has access to 
the customer’s online bank account 
and to the funds contained in that 
account.

10.	  Spamming: 
Electronic spamming is the use 

of electronic messaging systems 
to send unsolicited messages 
(spam), especially advertising, 
indiscriminately. The most widely 
recognized form of spam is e-mail 
spam.

11.	Cyber Stalking: 
Cyber Stalking is the use of 

the internet or other electronic 
means to stalk someone. Stalking 
generally involves harassing or 
threatening behavior that an 
individual engages in repeatedly.
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Cyber Crimes in India
	 The majority of Cybercrimes 

are centered on forgery, fraud 
and Phishing.

	 India is the third-most targeted 
country for Phishing attacks 
after the US and the UK.

	 Social networks as well as 
ecommerce sites are major 
targets.

	 6.9 million bot-infected systems 
in 2013.

	 14,348 websites defacements 
in 2013.

	 15,000 sites hacked in 2013.

	 India is number 1 country in the 
world for generating spams.

	 29.9 million People fell victim 
to Cyber Crime.

	 17% of adults online have 
experienced Cybercrime on 
their mobile phone.

Source from Internet
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Safety Tips to Avoid Cyber Crime:
1.	 Use antivirus software and firewalls –keep them up to 

date. 

2.	 Keep your operating systems 
up to date with critical security 
updates and patches. 

3.	 D o n ’ t  o p e n  e m a i l s  o r 
attachments from unknown 
sources. 

4.	 Read Privacy policy carefully 
when you submit the data 
through internet. 

5.	 Disable Remote Connectivity 
after completion of work.

6.	 Use hard-to-guess passwords. Don’t use words found 
in a dictionary? Remember that password cracking tools 
exist. 

	 Examples: Simple (Weak) Passwords: abc12345, 
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12345678, india9876 / Strong Passwords: India@532#, 
Science$123#@

7.	 Back-up your computer data 
on disks or CDs often.	

8.	 Never tell anyone either your PIN or password or write 
it down.

9.	 Never give anyone your card 
and tell them your PIN.

10.	Keep your information up 
to date, if you change your 
address, inform your bank 
immediately. 

11.	 Check your statements carefully, 
go through your credit card 
and bank statements every 
month. Unexpected entries 
can be the first indication 
that somebody is stealing your 
money. 

12.	Learning to check your credit report is an effective 
tool in the fight against identity fraud. It gives you a 
snapshot of your borrowings and repayment history. 
You can easily spot unfamiliar accounts and suspicious 
balances.
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13.	Limit your social networking. It is dangerous to include 
basic information such as your full name and date of 
birth, pets or children’s names 
and nicknames in your profile. 
Do not do it. These are the kind 
of details that you probably 
use for your passwords, never 
included such in your profile. 

14.	Do not carry your passport, driving license or Credit 
cards around unless you know you will need them, and 
never write down your PINs and your passwords. If 
your bag or wallet is stolen, you could be handing the 
thieves your identity.

15.	Report thefts always to the 
police, your bank, and credit 
card issuers. 

16.	Never reply to emails and 
cold callers asking for details 
such as PINs, passwords and 
account numbers, and do 
not fill in your details on any 
unfamiliar email or website. 

17.	Put your card away safely before you leave the cash 
machine.

18.	 If you ask for a receipt, take it with you to check it against 
your statement when it arrives and then dispose of it safely.
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Computer Viruses

1.	 Computer virus is a kind of malicious software written 
intentionally to enter a computer without the user’s 
permission or knowledge. 

2.	 It has the ability to replicate itself, thus continuing to 
spread. Some viruses do little, but replicated viruses 
can cause severe harm or adversely affect program and 
performance of the system. A virus should never be 
assumed harmless and left on a system.

Lesson 2

Computer Viruses and Solutions  
to Computer Viruses.
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3.	 There are different types of computer viruses that can 
damage your system. Most common types of viruses 
are mentioned below:

Types of Viruses

1.	 Resident Viruses: 

	 These types of viruses are 
permanent and dwell in the 
RAM memory. From there 
they can overcome and 
interrupt all of the operations 
executed by the system: Corrupting files and programs 
that opened, closed, copied, renamed. Examples include: 
Randex, CMJ, Meve and MrKlunky.

2.	 Direct Action Viruses: 

	 The main Purpose of these 
viruses is to replicate and 
take action when it  is 
executed. When a specific 
condition is met, the virus 
will go into action and infect 
files in the directory or folder 
that it is, in the directories 
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that are specified in the AUTOEXEX.BAT file PATH. 
This batch file is always located in the root directory of 
the hard disk and carries out certain operations when 
the computer is booted.

3.	 Overwrite Viruses: 

	 Viruses of this kind are characterized by the fact that they 
delete the information contained in the files that they 
infect, rendering them partially or totally useless once they 
have been infected. The only way to clean a file infected 
by an overwrite virus is to 
delete the file infected by an 
overwrite virus is to delete the 
file completely, thus losing 
the original content.

	 Examples of Overwrite viruses include: Way, TrjReboot, 
Trival. 88. D.

4.	 Boot Viruses: 

	 These viruses affect the boot sector of a floppy or hard disk. 
This is a crucial part of a disk, in which information on the 
disk itself is stored together 
with a program that makes 
it possible to boot (start) the 
computer from the disk.
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	 The best way of avoiding boot viruses is to ensure that 
floppy disks are write protected and never start your 
computer with an unknown floppy disk in the disk drive.

	 Examples of boot viruses include: Poly boot B, Anti EXE.

5.	 Macro Viruses: 

	 Macro viruses infect files that are created using certain 
applications or programs that contain macros. These mini-
programs make it possible to 
automate series of operations 
so that they are performed as 
a single action, thereby saving 
the user from having to carry 
them out one by one.

	 Examples of macro viruses include: Relax, MelissaA, Bablas, 
097M/Y2K.

6.	 Directory Viruses:

	 Directory viruses change the paths that indicate the 
location of a file. By executing a program (file with the 
extension .EXE or .Com) which has been infected by a 
virus, you are unknowingly running the virus program, 
while the original file and program have been previously 
moved by the virus. Once infected, it becomes impossible 
to locate the original files.
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7.	 Polymorphic Viruses: 

	 Polymorphic viruses encrypt or encode themselves in a 
different way using different algorithms and encryption 
keys every time they infect a system. This makes it 
impossible for anti-viruses 
to find them using string 
or signature searches 
(because they are different 
in each encryption) and 
also enables them to create 
a large number of copies 
of themselves.

	 Examples include: Elkem, Marburg, Satan Bug and Tuareg.

8.	 File Infectors: 

	 This type of virus infects 
programs or executable 
files (files with an .EXE 
or .Com extension). When 
one of these programs is 
run, directly or indirectly, 
the virus is activated, 
producing the damaging 
effects it is programmed to carry out. The majority of 
existing viruses belong to this category, and can be 
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classified depending on the actions that they carry 
out.

9.	 Companion Viruses:

	 Companion viruses can be considered file infector 
viruses like resident or direct action types. They are 
known as companion viruses because once they get 
into the system they accompany the other files that 
already exist.

	 In other words, to carry out their infection routines, 
companion viruses can wait in memory until a program 
is run (resident viruses) or act immediately by making 
copies of themselves (direct action viruses).

	 Examples include: Stator, Asimor, 1539, and Terrax 
1069.

10.	FAT Viruses:

	 This file allocation table or FAT is the part of a disk 
used to connect information and is a vital part of 
the normal functioning of the computer. This type 
of virus attack can be especially dangerous, as it 
prevents access to certain sections of the disk where 
important files are stored. Damage caused can result 
in information losses from individual files or even 
entire directories.
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Solutions to Computer Viruses

1.	 It is necessary to ensure that a desktop firewall is in 
place. A firewall is software or hardware that acts as 
a filter between your computer or network and the 
internet. Using a firewall 
prevents unauthorized 
access to your computer 
and is designed to stop 
worms.

2.	 Antivirus software will check your computer for viruses 
and alerts you of any virus, It is important to keep this 
software up to date, as new viruses are being created 
all the time.
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3.	 It is highly advisable to avoid disclosing personal 
information as much as possible. It is also a protective 
measure to open email attachments only from people you 
know. Be carefull about sharing files and downloading 
software, as these can easily spread viruses and hide 
spyware. (Sharing Files image) (Pen drive) (CD/DVD) 
Like this. 

4.	 Be sure do a full back up of your 
system on a regular basis. The best 
way to clean up an infected file is 
to replace it with an original non-
infected file. Not to mention the 
grief a current back up will save if a virus takes your 
system completely down. 	 It’s also a good idea to keep 
more than one set of backup in case the current one is 
infected before the virus is detected.

5.	 Don’t allow your web browser to automatically run 
programs, such as MS Word or other programs through 
its e-mail program. Configure your browser to launch 
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WordPad or Notepad instead. 
One of the biggest and growing 
threats is the macro virus, which 
is spread through data processing 
and spread sheet programs. 

6.	 Configure your web browsers to disable ActiveX, Java, 
and JavaScript. You’ll lose some of the fun the Web’s 
been known for, but you’ll save your computer from 
contracting a virus and speed up your connection.

7.	 Know that the only way a virus spreads is either by 
launching an infected file or by booting an infected 
disk. You cannot get a virus by simply being online or 
by reading e-mail. You have to download and launch 
an infected file before it will spread. Therefore, do 
not launch any unsolicited executable files sent via 
e-mail.
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Definition of Online Fraud: 

“Online or internet fraud 
can be defined as any type 
of intentional deception that 
uses the internet. It includes 
fraud that occurs in chat 
rooms, message boards, web 
sites and through e-mail. It occurs in the form of deceitful 
solicitations and fraudulent transactions. Counterfeit fraud 
(skimming), lost or stolen cards, identity fraud, Cash-point 
Fraud, Facebook impersonation, Postal interceptions, 
and many more.

Lesson 3

Online Fraud and Financial  
Transaction and Instructions to 

avoid online financial Frauds
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Types of Online Frauds:
1.	 Skimming: 

Skimming is when someone copies the data from your 
card’s magnetic strip onto another card without your 
knowledge. It can happen anywhere cash machines, shops, 
bars, restaurants and petrol stations. Always make sure 
you can see your card when you are making a transaction.

2.	 Lost or Stolen Cards: 
It is easy to lose your card or have it stolen. You could 

drop it in a shop when you take something else out of 
your pocket, or you could put it down and forget to 
pick it up.
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3.	 Identity Fraud: 
If personal details like your 

address, passport number and 
national insurance number 
or social security number are 
stolen they can be used to set 
up online accounts or to apply 
for credit cards; and apply 
for benefits in your name without you knowing. Criminals 
may try to get your credit card details by sending emails 
that appear to be from a reputable online organization like 
a bank or a credit company. They may encourage you to 
enter your credit card details or password on a fake website.

4.	 Credit Card Fraud: 
“Credit card and debit card 

fraud is costing the industry 
more than $452 million a year. 
The reason was mainly due 
to counterfeiting cards, which 
more than doubled during 
2000, as well as a 94% rise in 
fraud using stolen credit card 
details to pay for things over 
the telephone or internet.
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5.	 Social Media Impersonation:
The crime one should most worry about is Social 

Media impersonation. A criminal who hacks into your 
Facebook account can learn and steal a great amount of 
information about you. He or She can gain trusted access 
to friends and family. There have been many stories that 
show Facebook friends can easily be tricked into sending 
money.

6.	 Postal Interceptions:
If you are expecting a new card or cheque book through 

the post and it does not arrive, call your bank immediately 
or report to your local post office.

7.	 Email Fraud: 
Fraudulent email activity is increasing. These emails 

may appear to be from legitimate companies that you 
do business with such as your bank, an online auction 
site, or your internet service 
provider. You are often 
asked to validate or confirm 
your personal information 
or opening an attachment. 
These messages can contain 
viruses, known as ‘Trojan 
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horse’ programs, designated to record your keystrokes. 
These emails can also direct you to counterfeit web sites 
that appear to be genuine.

Avoiding Online Financial Fraud
1.	 Buying and selling online is just as safe as ordering 

goods over the phone, but you should be aware that 
dishonest people may try to convince you to give 
them your card or personal details. (Don’t Provide 
Personal Details in Online 
Transactions, Prefer Cash on 
Delivery of Goods, because it is 
the way to avoid the providing 
personal Details like Debit Card 
Number and Pin Number) 

2.	 Before you buy anything online make a note of the 
address of the company that you are buying from. 
This should include details of the telephone and/or 
fax number. Never rely on just an email address.

	 It is of utmost necessity that you use secure sites 
always. These sites have ‘https’ in front of the web 
address which indicates that the company has been 
independently checked to make sure they are who they 
say they are. A yellow padlock symbol will appear in 
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the browser window to show the payment process is 
secure when buying online. 

	 The following types of URL’s are may not be Secure:
	 Ex 1: http://www.irctc.co.in
	 Ex 2: http://www.onlinesbi.com
	 The Following types of URL’s are more secured:
	 Ex 1: https://www.irctc.co.in
	 Ex 2: https://www.onlinesbi.com

3.	 Other things to bear in mind should include the 
following:
A.	 Check the returns policy of the Product when you 

buy it from Online.
B.	 Print  out a copy of  your order and any 

acknowledgement you receive. 
C.	 Check your bank statement carefully against 

anything you receive.
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	 (Checking Messages or receipts 
from bank whenever we 
receive) 

D.	 Don’t write your passwords 
and Pin Numbers either in 
Note Books and Slips.

E.	 Strong passwords have eight 
characters or more, and use 
a combination of letters, 
numbers, and symbols. (Strong 
and don’t write anywhere)

F.	 Familiarize yourself with a 
Web site’s privacy policy, 
especially if you are asked to 
provide confidential and/or personal data.

4.	 You will protect yourself by keeping in mind that 
the internet provides criminals with an easy way to 
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contact thousands of people 
at a time. Examples include 
emails offering the chance to 
take part in money making 
scheme, or claiming you are 
the winner of a prize draw. 

5.	 You can avoid being a victim 
of internet fraud by doing 
the following:
*	 Remember if something sounds too good to be true, 

it is usually better to seek independent financial 
advice before making investments.

*	 Only do business with companies that you recognize 
or know through recommendation or by someone 
you trust.

*	 Do not judge a company on how professional its 
website  may look. If in any doubt, you can check 
if a company is  genuine by looking at its profile on 
Companies House or  Financial Services Authority 
(FSA) websites or other  associated public services
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Cyber Terrorism:
1.	 The use of computing resources to intimidate, 

coerce or harm people,  places or systems we 
depend upon. 

Lesson 4

Cyber War and Cyber Terrorism 
and ways on how to prevent  

Cyber Terrorism from happening
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Characteristics of Cyber Terrorism:
1.	 They act must have scale and publicity.

2.	 Cyber Terrorism is safe and profitable.

3.	 Cyber Terrorism is difficult to counter without the 
rights expertise and understanding of the Cyber 
terrorist’s mind.

4.	 Relatively anonymous.

5.	 Unlike other acts of terrorism, if the Cyber terrorist 
loses today, he/she does not die - he/she learns what 
did not work, and will use that information against 
you tomorrow.

Cyber Warriors:
1.	 The Cyber Terrorist will make certain that the 

population of a nation will not be able to eat, to drink, 
to move, or to live.

2.	 The people Charged with the protection of their 
nation will not have warming, and will not be able 
to shut down the terrorist, since that Cyber Terrorist 
is relatively hard to locate and could be on the other 
side of the world or sitting at a personal computer in 
your public library.



44

O
FF

IC
ER

’S
 H

A
N

D
BO

O
K 

O
N

 C
YB

ER
 S

EC
U

RI
TY

Psychology of Modern Warfare and Hacking:
•	 For Fun (31.4%)

•	 Want to be best defacer (17.2%)

•	 No reason Specified (14.7%)

•	 Political Reasons (11.8%)

•	 Patriotism (10.9%)

•	 As a Challenge (10.8%)

•	 Revenge (3.3%)

Forms of Cyber Terrorism
•	 Privacy Violation

•	 Secret information appropriation and data theft

•	 Demolition of e-governance base

•	 Distributed denial of services attack

Critical Infrastructure affected by Cyber Terrorism:
1.	 Government Operations

2.	 Emergency Services

3.	 Telecommunications

4.	 Electrical Energy

5.	 Gas & Oil Storage and Delivery
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6.	 Water Supply Systems

7.	 Banking & Finance

8.	 Transportation

Factors Contributing to the Existence of Cyber Terrorism:
1.	 Dependence on Network Infrastructure and the Internet.

2.	 Lack of Understanding of Security Risks.

3.	 Lack of Funding for Adequate Network Security Tools.

4.	 Perception that the steps to combat cyber terrorism 
will make life inconvenient.

5.	 The ease and of doing the act.

6.	 Difficulty in tracking the Cyber Terrorist.

Direct Cost Implications:
1.	 Loss of sales during the disruption.

2.	 Staff time, network delays, intermittent access for 
business users.

3.	 Increased insurance costs due to litigation.

4.	 Loss of intellectual property-research, pricing, etc.

5.	 Costs of forensics for recovery and litigation.

6.	 Loss of critical communications in time of emergency.
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Indirect Cost Implications:
1.	 Loss of Confidence and credibility in our financial systems.

2.	 Tarnished relationships & public image globally.

3.	 Strained business partner relationships-domestic and 
internationally.

4.	 Loss of future customer revenues for an individual 
or group of companies.

5.	 Loss of trust in the Government and Computer industry.

Who are the Cyber Terrorists?

1.	 Crackers: The transition may be motivated by money 
or prestige. Usually, this transition will occur without 
the cracker’s cognizance.

2.	 Young, Educated people brought into the folds of 
terrorist groups- This new generation will have the 
talent to execute the acts of Cyber terrorism.

Main Weapons:
1.	 Building / Office Security

2.	 Desktop / Laptop Computer Security

3.	 Network Security

4.	 Disaster Recovery planning
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Tips to Prevent from Cyber Terrorism:
1.	 Cooperate and share intelligence among all agencies.

2.	 Learn the new rules, the new technologies, and the 
new players.

3.	 The tools of a counter-Cyber Terrorist team must be 
real time and dynamic, as the weapons will continually 
change.

4.	 Make building, network and desktop security a priority.

5.	 Report instances of Cyber Crime to local law 
enforcement agencies.

6.	 Recognize the most vital information and always keep 
it in the safest possible Place.

7.	 Develop a strong password.

8.	 Disable any application that seems unnecessary.

9.	 If you are ever unsure about the safety of a site, or 
receive suspicious email from an unknown address, 
don’t access it. It could be trouble.
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The Hindu Business Line, Pg No.07,  
08 May 2014, Chennai

The Times of India, Pg No.05, 
08 May 2014, Chennai

PRESS RELEASES - national cyber  
crime reference handbook

Rajasthan Patrika,Page No.02,  08 May 2014, Chennai
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Andhra Jyothi, Page No.10,  08 May 2014, Chennai

Sakshi, Page No.04,  08 May 2014, Chennai
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Eenadu, Page No.03,  08 May 2014, Chennai

Deccan Chronicle, Page No.07,  08 May 2014, Chennai

The New Indian Express, Supplement. City Express 
Page No.04,  08 May 2014, Chennai
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National Cyber Safety and Security Standards 
Summit – 2014 Press Releases

Daily Thanthi Sep 20 Pg 11 Times of India Sep 20 Pg 5

The New Indian Express Sep 20 Pg 3
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