National Cyber Safety and
Security Standards have
done an extensive research
in the Cyber domain to
understand the nature of
cyber threats and Cyber
Crimes. We have understood
that the multi — faceted
cyber technology cannot
be handled by common
standards and security
policies. We came to know
that, it needs different
strategies for different
sectors of Cyber domain.

The National Cyber Safety
and Security Standards is an
Autonomous Body, which is
controlled and monitored by
the High Level Committee
Chaired by Honourable
Justice Dr. S. Mohan, Former
Judge, Supreme Court of
India and Chairman, National
Cyber Safety and Security
Standards .
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Terrorism is changing
in character and
expanding in its

reach. Internet has
made recruitment
and call to violence
self-generated. It
also feeds off money
laundering, drug
trafficking and arms

smuggling. We need a

comprehensive global

strategy for a global
problem.

suri. Narenbra Mobi

Honourable Prime Minister of India.
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Honourable Dr. Justice S. Mohan
Former Judge, Supreme Court of India
Chairman — National Cyber Safety and Security Standards

Foreword

Today the cyber world has come to occupy an important
place in the history of mankind. As science advances, the
knowledge also expands. It is undeniable fact that cyber world
has thrown a new vista but regretfully it has to be noted
that it has also being misused and spreading undesirable
information. It has become necessary to find out ways and

means to curb this menace of spreading evil knowledge

Welive in the electronics age in which every institution
of Government, Business and Industry, big and small, and
even the family interact and communicate with one another
electronically. Electronic devices which process data are

no longer confined to what we traditionally consider as




computers, but are pervasive in everyday life. They range
from mobile ‘smart’ telephones to global positioning by
satellite devices, and from health-monitoring devices to
defibrillators.

Information Security is an art, not a science and the
mastery of information security requires a multi-disciplinary
knowledge of huge quantity of information, experience,
and skill. There is a great satisfaction knowing that your
employer’s information, communications, systems, and
people are secure. Comprehensiveness is an important part
of the game you play for real stakes because the enemy will
likely seek the easiest way to attacks the vulnerabilities and

assets that you haven’t fully protected yet.

The past decade has witnessed tremendous legal
reform by countries around the world. The most influential-
electronic commerce has led countries to revise and update
their rules of evidence on the proof and admissibility of
such evidence. And litigants have responded courts are
witnessing a myriad and a rising volume of electronic
evidence tendered by the parties. These ranges from emails to
mobile messages, from chat records to blog entries and even
“tweets” to mobile messages, resolving the many difficult
issues regarding discovery and inspection of electronic

documents (or electronically stores information) and the



authentication and admission of electronic evidence now

calls for a technologically savvy bar.

The book entitled, Cyber Crime, Types of Cyber
Crime and Tips on Protecting Yourself against Cyber Crime,
Computer Viruses and Solutions to Computer Viruses,
Online Fraud and Financial Transactions and Instructions
on Protecting Yourself against Cyber Crime, Cyber War
and Cyber Terrorism and Ways on How to Prevent Cyber

Terrorism from Happening.

I am glad to note that National Cyber Safety and
Security Standards is publishing an Officer’s Handbook on
Cyber Security. This book is very useful to all the people who
are working in the Government Sector. I convey my best
wishes to the National Cyber Safety and Security Standards

publishing committee.




Dr. S. Amar Prasad Reddy

Additional Director — General
National Cyber Safety and Security Standards

Preface

Today, the internet has turned 40, and with its maturing,
the threats are increasing. Botnets and cyber-criminals are
making news regularly. It has become increasingly obvious to
everybody that something needs to be done to secure not only
our nation’s critical infrastructure but also the businesses we
deal with on daily basis. The question is, “where do we begin?”
what can the average information technology professional do
to secure the systems that he or she is hired to maintain? One
immediate answer is education and training. If we want to
secure our computer systems and networks, we need to know
how to do this and what security entails.

As global networks expand the interconnection of
the world’s information systems, the smooth operation of
communication and computing solutions becomes vital.



However, recurring events such as virus and worm attacks
and the success of criminal attackers illustrate the weaknesses
in current information technologies and the need to provide
heightened security for these systems.

In the contemporary times, when the business of
Government and public sector undertakings is conducted
on-line, there is always looming threat of invasion/hacking
by criminals and anti-national elements. These initiatives
from National Cyber Safety and Security Standards has
provided insight into the techniques which can frustrate
and preempt such attempts. The work of this nature elevates
the standards to safeguard website from invasion and
intrusion, by miscreants and it also immaculately spells out
the prescription for detection of cyber crime.

The Cyber World has been created by computers and
computer networks. Internet, an electronic communication
network, which connects all computer networks around the
world, is an interactive tool for instant access of information
and knowledge on any subject. The web has created the
super express highway of communication and infotainment
connecting every part of the globe which, in turn, has made
the concept of Global Village a virtual reality.

I wish, the Initiatives of National Cyber Safety and
Security Standards plays a vital role, in the mission of building
a secure and resilient cyberspace for citizens, business and
Government.




His Excellency Mohammad Hamid Ansari
The Vice President of India

Honorable Vice President of India is happy to know
that, National Cyber Safety & Security Standards is focusing

on the issues of cyber crime in our country.

The Vice President of India extends his greetings and
good wishes to the National Cyber Safety & Security Standards.



Shri. Narendra Modi

Honourable Prime Minister of India

I hope the Handbook will establish and convey the
most effective ways and means of protecting our national
security against the worst sort of cyber attacks and provide
the best safe guards against the cyber criminals threatening

our Nation and its integrity.

I wish all the success to the National Cyber Safety
and Security Standards in its crusade to protect the

Nation.




Institutional Partners

Ministry of Commerce and Industry, Government of
India.

Ministry of Social Justice and Empowerment,
Government of India.

Ministry of Micro, Small and Medium Enterprises
(MSME), Government of India.

All India Council for Technical Education (AICTE).
Government of Andhra Pradesh.

Government of Goa.

Government of Manipur.

Government of Karnataka.

Government of Madhya Pradesh.

Government of Maharashtra.

Gauhati High Court.

Chandigarh Judicial Academy.

Odisha Judicial Academy, Cuttack.

Department of Science & Technology, Government of
Gujarat.

Central Bureau of Investigation, Anti-Corruption
Branch, Chandigarh.

Central Bureau of Investigation/ Anti-Corruption



Branch, Jabalpur, Madhya Pradesh.
Police Headquarters, Andaman & Nicobar Islands.

Central Bureau of Investigation, Anti-Corruption
Branch, Chennai, Tamil Nadu.

Central Bureau of Investigation, Shimla, Himachal
Pradesh.

Central Bureau of Investigation, Anti-Corruption
Branch, Ghaziabad, Uttar Pradesh.

Crime Investigation Department, Andhra Pradesh.
Central Bureau of Investigation, Mumbai.

Central Bureau of Investigation, Anti-Corruption
Branch, Patna, Bihar.

Assam Police.

Gujarat Police.

Maharashtra Police.

Uttar Pradesh Police.

National Law University, Delhi.

Police Training College, Daroh, Himachal Pradesh.
Punjab Police Academy, Jalandhar.

Police Radio Training School, Indore, Madhya
Pradesh.




—
N

National Cyber Safety and
Security Standards

National Cyber Safety and Security Standards have
been started with great vision to safeguard the Nation from
the current threats in the Cyber Space. The multi-dimensional
structure of technology in the Cyberspace poses a great
challenge in handling the complex problems in the Cyber

Domain.

National Cyber Safety and Security Standards have done
an extensive research in the Cyber domain to understand the
nature of cyber threats and Cyber Crimes. We have understood
that the multi-faceted cyber technology cannot be handled by

common standards and security policies.

Our Nation is treated like a hot spot for cyber attacks
and information thefts by many countries. Due to this, we
have taken a visionary initiative to curb and enervate the
notoriously spreading cyber threats from various directions

and dimensions.



A Common Platform to facilitate the experts to
provide an effective solution for the complex and alarming
problems in the society towards Cyber Security domain.
We are developing innovative strategies and compliance
procedures to curb the increasing complexity of the Global
Cyber Threats.

The National Cyber Safety and Security Standards is an
Autonomous Body which is controlled and monitored by the
High Level Committee Chaired by Honourable Dr. Justice S.
Mohan, Former Judge, Supreme Court of India and Chairman,
National Cyber Safety and Security Standards.
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Lesson 1

CYBER CRIME, TYPES OF CYBER
CRIME AND TIPS ON PROTECTING
YOURSELF AGAINST CYBER CRIME

Definition of Cyber Crime:

1. Crime committed using a computer
and the internet to steal a person’s
identity or illegal imports or malicious
programs. It’s an unlawful act wherein
the computer is either a tool or a target
or both.

Weapons of Cyber Crime
1. Hacking: _ -
Unauthorized access to any EEses Sy
computer or networks is known as g H i CKI N G
"HACKING'. That is accessing the EEgyH=TESNEENTY
information of others without proper ST ..

authorization.




2. Data Diddling:

This is altering raw data just before a computer
processes it and then changing it back after the processing
is completed.

3. Denial of Service attack:

The Computer is flooded with _
N

NN
DDoS ATTACK

more requests than it can handle
which cause it to crash. Distributed |-
Denial of Service (DDOS) attack is a
example.

4. Email Bombing:

It refers to sending large numbers
of mail to the victim, which may be an
individual or a company by ultimately
resulting into crashing.

5. Trojan attacks:
This term has its origin in the world “Trojan horse’.
In software field this means an unauthorized program,

which passively gains control Example of banking Trojan attack
over another’s computer . 5ﬁk%mm
3 1 S8 w1 T I
by representing itself as an ..me mg—: crare
. 2 7. 5M5 wah code Lammpriomened
authorized program. The most | fice ™ = -
e Z

common form of installing a |ww. ¥
Trojan is through e-mail. =



6. Web Jacking:

This term is derived from the term hijacking. In these
kinds of offences the hacker gains access and control over the
website of another. He may even manipulate or change the
information of the website. This may be done for fulfilling
political objectives or for money.

7. Virus/Worm Attacks:

Viruses are programs that attach themselves to a
computer or a file and then circulate themselves to other
files and to other computers on a network. They usually
affect the data on a computer, either by altering or deleting
it. Worms unlike viruses do not
need the host to attach themselves
to. They merely make functional
copies of themselves and do this
repeatedly till they eat up all the
available space on the computer’s
memory.

8. Salami attacks:

This kind of Crime is normally prevalent in the financial
institutions or for the purpose of committing financial
crimes. An important feature of this type of offence is
that the alteration is so small that it would normally go
unnoticed.




9. Phishing:
Phishing refers to the receipt of unsolicited emails by

customers of Financial Institutions, requesting them to enter
their Username, Password or other
personal information to access
their Account for some reason.
The fraudster then has access to
the customer’s online bank account

and to the funds contained in that

account.

10. Spamming;

Electronic spamming is the use
of electronic messaging systems
to send unsolicited messages
(spam), especially advertising,
indiscriminately. The most widely

recognized form of spam is e-mail

spam.

11. Cyber Stalking:
Cyber Stalking is the use of

N
o )
Cyber Stalking

the internet or other electronic
means to stalk someone. Stalking = . ®
generally involves harassing or @ a JE
threatening behavior that an '

individual engages in repeatedly.



Cyber Crimes in India
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The majority of Cybercrimes
are centered on forgery, fraud
and Phishing.

India is the third-most targeted
country for Phishing attacks
after the US and the UK.

Social networks as well as
ecommerce sites are major
targets.

6.9 million bot-infected systems
in 2013.

14,348 websites defacements
in 2013.

15,000 sites hacked in 2013.

India is number 1 country in the
world for generating spams.

29.9 million People fell victim
to Cyber Crime.

17% of adults online have
experienced Cybercrime on
their mobile phone.

ADULTS

HAVE BEEN VICTIMS
OF CYBERCRIME
& | wlim W INTHEIR LIFETIME

VICTIMS A DAY

80t

VICTIMS A MINUTE

Country Distribution s
Septrmises L

India’s No 2 victim
of cyber crime

mnnﬂsays impact of attacks i immansa, with many feefing chaated

at_vhen argmed.

Source from Internet




Safety Tips to Avoid Cyber Crime:
1. Use antivirus software and firewalls -keep them up to
date.

a Update is in progress 35%
Durabion: (000 11
Sige: 4.2 W
Trmmster e 38 Kifone
Sources higni19,geo. kaepersiy com
Dawrizading fles: bases o hob A296 baceadoe kic

( ) MNew saftware Is avallable for your computer.

. -mm nmuv wm»wuw-cuscmm
2. Keep your operating systems 2

[verson

up to date with critical security A— —

updates and patches. R ot
3. Don’t open emails or =

attachments from Unknown e nee

sources.

4. Read Privacy policy carefully

when you submit the data = {199

through internet.

5. Disable Remote Connectivity

N
N

after completion of work.

6. Use hard-to-guess passwords. Don’t use words found
in a dictionary? Remember that password cracking tools
exist.

Examples: Simple (Weak) Passwords: abc12345,



10.

11.

12.

12345678, india9876 / Strong Passwords: India@532#,
Science$123#@

Back-up your computer data
on disks or CDs often.

Never tell anyone either your
it down.

Never give anyone your card
and tell them your PIN.

Keep your information up

to date, if you change your

address, inform your bank | F=c

immediately.

Check your statements carefully,

Your ATM receipt

s i tpariens neceg you recently equmsied o 2 Wells Farge ATML

go through your credit card
and bank statements every
month. Unexpected entries
can be the first indication

that somebody is stealing your |

money.

Learning to check your credit report is an effective
tool in the fight against identity fraud. It gives you a
snapshot of your borrowings and repayment history.
You can easily spot unfamiliar accounts and suspicious
balances.
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13.

14.

15.

16.

17.

18.

Limit your social networking. It is dangerous to include
basic information such as your full name and date of

birth, pets or children’s names

and nicknames in your profile. n EE _
Do not do it. These are the kind é; “ fh‘fkr

of details that you probably Linked[ B QD

for your rds, never
Tlse or you pa.sswo ds, e\.fe s
included such in your profile.

Do not carry your passport, driving license or Credit
cards around unless you know you will need them, and
never write down your PINs and your passwords. If
your bag or wallet is stolen, you could be handing the
thieves your identity.

'@ POLICE

Report thefts always to the
police, your bank, and credit

card issuers.

Never reply to emails and

From: progetian Te
Swbjert: GOOGL LGTERY WHHER CONTACT YOUR AGINT T0 CLAM YOUR FREL

GOOGLE LOTTERY INTERNATIONAL
INTERNATIONAL PROMOTION / FREE AWARD
OH)

cold callers asking for details
such as PINs, passwords and

ar nctice, the remakts of the First Ca
account numbers, and do b e e e e (1
and companes from Afica, Amenca, Az, As

g Bark. | your bist intersst 1o v
354 o Iransiamag you clumq
clm daspariment beiow on o

not fill in your details on any
unfamiliar email or website.

Put your card away safely before you leave the cash
machine.

If you ask for a receipt, take it with you to check it against
your statement when it arrives and then dispose of it safely.



Lesson 2

COMPUTER VIRUSES AND SOLUTIONS
TO COMPUTER VIRUSES.

Computer Viruses

1. Computer virus is a kind of malicious software written
intentionally to enter a computer without the user’s

permission or knowledge.
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2. It has the ability to replicate itself, thus continuing to

spread. Some viruses do little, but replicated viruses
can cause severe harm or adversely affect program and
performance of the system. A virus should never be

assumed harmless and left on a system.



3. There are different types of computer viruses that can

damage your system. Most common types of viruses

are mentioned below:

Types of Viruses

1. Resident Viruses:

These types of viruses are T ——

permanent and dwell in the ’ \

RAM memory. From there
g \@® =

they can overcome and

interrupt all of the operations

executed by the system: Corrupting files and programs
that opened, closed, copied, renamed. Examples include:
Randex, CMJ, Meve and MrKlunky.

2. Direct Action Viruses:

The main Purpose of these [

viruses is to replicate and

take action when it is

N
o

executed. When a specific
condition is met, the virus
will go into action and infect
files in the directory or folder

that it is, in the directories



that are specified in the AUTOEXEX.BAT file PATH.
This batch file is always located in the root directory of
the hard disk and carries out certain operations when

the computer is booted.
Overwrite Viruses:

Viruses of this kind are characterized by the fact that they
delete the information contained in the files that they
infect, rendering them partially or totally useless once they
have been infected. The only way to clean a file infected
by an overwrite virus is tO g eson

delete the file infected by an Ori Pagn e
overwrite virus is to delete the

After Infection:

file completely, thus losing et it

the original content.

Examples of Overwrite viruses include: Way, TrjReboot,
Trival. 88. D.

Boot Viruses:

These viruses affect the boot sector of a floppy or hard disk.

This is a crucial part of a disk, in which information on the

disk itself is stored together
with a program that makes
it possible to boot (start) the

computer from the disk.




N
(o)

The best way of avoiding boot viruses is to ensure that
floppy disks are write protected and never start your

computer with an unknown floppy disk in the disk drive.
Examples of boot viruses include: Poly boot B, Anti EXE.
Macro Viruses:

Macro viruses infect files that are created using certain

applications or programs that contain macros. These mini-

programs make it possible to &
automate series of operations
so that they are performed as

asingle action, thereby saving

MACROVIRUS §

the user from having to carry

them out one by one.

Examples of macro viruses include: Relax, MelissaA, Bablas,
097M/Y2K.

Directory Viruses:

Directory viruses change the paths that indicate the
location of a file. By executing a program (file with the
extension .EXE or .Com) which has been infected by a
virus, you are unknowingly running the virus program,
while the original file and program have been previously
moved by the virus. Once infected, it becomes impossible

to locate the original files.



7. Polymorphic Viruses:

Polymorphic viruses encrypt or encode themselves in a
different way using different algorithms and encryption
keys every time they infect a system. This makes it
impossible for anti-viruses
to find them using string
or signature searches
(because they are different
in each encryption) and
also enables them to create
a large number of copies

of themselves.
Examples include: Elkem, Marburg, Satan Bug and Tuareg.
8. File Infectors:

This type of virus infects fawis =

programs or executable - " -
files (files with an .EXE : :
or .Com extension). When

one of these programs is = =]

run, directly or indirectly, | o ] ' IE >

L

the virus is activated, ’:_a E—.._‘L ' @

producing the damaging
effects it is programmed to carry out. The majority of

existing viruses belong to this category, and can be
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10.

classified depending on the actions that they carry

out.
Companion Viruses:

Companion viruses can be considered file infector
viruses like resident or direct action types. They are
known as companion viruses because once they get
into the system they accompany the other files that

already exist.

In other words, to carry out their infection routines,
companion viruses can wait in memory until a program
is run (resident viruses) or act immediately by making

copies of themselves (direct action viruses).

Examples include: Stator, Asimor, 1539, and Terrax
1069.

FAT Viruses:

This file allocation table or FAT is the part of a disk
used to connect information and is a vital part of
the normal functioning of the computer. This type
of virus attack can be especially dangerous, as it
prevents access to certain sections of the disk where
important files are stored. Damage caused can result
in information losses from individual files or even

entire directories.



Solutions to Computer Viruses

1. It is necessary to ensure that a desktop firewall is in
place. A firewall is software or hardware that acts as
a filter between your computer or network and the
internet. Using a firewall
prevents unauthorized
access to your computer
and is designed to stop

worms.

2. Antivirus software will check your computer for viruses
and alerts you of any virus, It is important to keep this
software up to date, as new viruses are being created

all the time.
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It is highly advisable to avoid disclosing personal
information as much as possible. It is also a protective
measure to open email attachments only from people you

know. Be carefull about sharing files and downloading

software, as these can easily spread viruses and hide
spyware. (Sharing Files image) (Pen drive) (CD/DVD)
Like this.

Be sure do a full back up of your
system on a regular basis. The best

way to clean up an infected file is

to replace it with an original non-
infected file. Not to mention the
grief a current back up will save if a virus takes your
system completely down. It's also a good idea to keep
more than one set of backup in case the current one is

infected before the virus is detected.

Don’t allow your web browser to automatically run
programs, such as MS Word or other programs through

its e-mail program. Configure your browser to launch



WordPad or Notepad instead. [m===sssiiiiii s

e et
P

One of the biggest and growing | & = s

Publeher Unimosss Publsher

threats is the macro virus, which

¥ Bty s et s et

is spread through data processing

Tt o 18 e 8] S e o et
bt Yo i by o Bt b by s st

and spread sheet programs.

Configure your web browsers to disable ActiveX, Java,
and JavaScript. You'll lose some of the fun the Web's
been known for, but you'll save your computer from

contracting a virus and speed up your connection.

Know that the only way a virus spreads is either by
launching an infected file or by booting an infected
disk. You cannot get a virus by simply being online or
by reading e-mail. You have to download and launch
an infected file before it will spread. Therefore, do
not launch any unsolicited executable files sent via

e-mail.
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Lesson 3

ONLINE FRAUD AND FINANCIAL
TRANSACTION AND INSTRUCTIONS TO
AVOID ONLINE FINANCIAL FRAUDS

Definition of Online Fraud:

“Online or internet fraud | g

can be defined as any type

of intentional deception that

uses the internet. It includes

fraud that occurs in chat

7 S -
‘\e SR
WA\ttt
0 aits gy ypd

=Mt profips -

rooms, message boards, web

sites and through e-mail. It occurs in the form of deceitful
solicitations and fraudulent transactions. Counterfeit fraud
(skimming), lost or stolen cards, identity fraud, Cash-point
Fraud, Facebook impersonation, Postal interceptions,

and many more.



Types of Online Frauds:
1. Skimming:

Skimming is when someone copies the data from your
card’s magnetic strip onto another card without your
knowledge. It can happen anywhere cash machines, shops,

bars, restaurants and petrol stations. Always make sure

you can see your card when you are making a transaction.

2. Lost or Stolen Cards:

It is easy to lose your card or have it stolen. You could
drop it in a shop when you take something else out of
your pocket, or you could put it down and forget to

pick it up.
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3. Identity Fraud:
If personal details like your pss

address, passport number and

national insurance number
or social security number are
stolen they can be used to set
up online accounts or to apply *-
for credit cards; and apply |
for benefits in your name without you knowing. Criminals
may try to get your credit card details by sending emails
that appear to be from a reputable online organization like
a bank or a credit company. They may encourage you to

enter your credit card details or password on a fake website.

4. Credit Card Fraud:

“Credit card and debit card
fraud is costing the industry
more than $452 million a year.
The reason was mainly due
to counterfeiting cards, which
more than doubled during
2000, as well as a 94% rise in

fraud using stolen credit card

details to pay for things over

the telephone or internet.



5. Social Media Impersonation:

The crime one should most worry about is Social
Media impersonation. A criminal who hacks into your
Facebook account can learn and steal a great amount of
information about you. He or She can gain trusted access
to friends and family. There have been many stories that
show Facebook friends can easily be tricked into sending

money.

6. Postal Interceptions:
If you are expecting a new card or cheque book through
the post and it does not arrive, call your bank immediately

or report to your local post office.

7. Email Fraud:

Fraudulent email activity is increasing. These emails
may appear to be from legitimate companies that you
do business with such as your bank, an online auction
site, or your internet service | -
. == TrustedBank
provider. You are often

Trusteciank,

asked to validate or confirm | s e

st ol R FRCEATly altEmEbed 1o witharaw the
ry 24

your personal information

or opening an attachment.

jou have done this, our fraud departme
Wit 3 PRy YO NivE Chodin

These messages can contain

viruses, known as ‘Trojan




horse” programs, designated to record your keystrokes.

These emails can also direct you to counterfeit web sites

that appear to be genuine.

Avoiding Online Financial Fraud
1. Buying and selling online is just as safe as ordering
goods over the phone, but you should be aware that
dishonest people may try to convince you to give
them your card or personal details. (Don’t Provide
Personal Details in Online | vegfiede
Transactions, Prefer Cash on

Delivery of Goods, because it is

the way to avoid the providing
personal Details like Debit Card e

Number and Pin Number)

2. Before you buy anything online make a note of the
address of the company that you are buying from.
This should include details of the telephone and/or

fax number. Never rely on just an email address.

W
(o)

It is of utmost necessity that you use secure sites
always. These sites have “https” in front of the web
address which indicates that the company has been
independently checked to make sure they are who they
say they are. A yellow padlock symbol will appear in



the browser window to show the payment process is

secure when buying online.

The following types of URL’s are may not be Secure:

Ex 1: http://www.irctc.co.in

Ex 2: http://www.onlinesbi.com

The Following types of URL’s are more secured:
Ex 1: https://www.irctc.co.in

Ex 2: https://www.onlinesbi.com

Other things to bear in mind should include the
following:

A. Check the returns policy of the Product when you

buy it from Online.

B. Print out a copy of your order and any
acknowledgement you receive.

C. Check your bank statement carefully against

anything you receive.



C-RETURN POLICY~9

Miarciate Joves you, and we wast b9 make you happy, Unfsrtunately,
ran gar rot

are duffieuit foe us W acoept.

- '
sand all produst inquiries 1 mandatsofhseves 10820notmall com and
eIl ot Back: 15 yOU 4 500N 44 possibie,

complets until i's fllied out by & Jovely human body. Howsver, lovely
nan nd

™ axwall s 1 wouid

customars to have thetr fems perscnaliy tallord wharevmr possitie
n mind when

e, Uilrygs oan ussally e e (=, but thay can't alwags b bt cut

If year Marcaass urchiass Soes St (1 And SAnnet b Allered, we Sy
En this svent,

more tan 24 Beurs

> package

Thask you for your intarest and understandicg

XX Mandate

(Checking Messages or receipts
from bank whenever we
receive)
D. Don’t write your passwords
and Pin Numbers either in
Note Books and Slips.
E. Strong passwords have eight
characters or more, and use \:;

a combination of letters, "

-

numbers, and symbols. (Strong
and don’t write anywhere) mm oy
5 F. Familiarize yourself with a ;'f‘;ﬁn“ﬁmlw
Web site’s privacy policy, bded  ebiod Skl
especially if you are asked to
provide confidential and/or personal data.
4. You will protect yourself by keeping in mind that

the internet provides criminals with an easy way to



contact thousands of people
at a time. Examples include
emails offering the chance to
take part in money making
scheme, or claiming you are

the winner of a prize draw.

You can avoid being a victim
of internet fraud by doing
the following:

From: DR, GRAIG WILLIAWS <cocacoleclaimsdegartmentukirl@yzhoo fr>
‘Subject: Winmner

(ONLINE COCA COLA COMPANY.
PO Box 1010,

Liverpool L0

INL, Uniteq Kingdom,

Dear Winner,

this is Winner's Invitations from Coca Cola Compzny Prom, Kindly Contact Your Claims Agent
OR. GRAIG WILLIAWS for direction on how to claim yaur prize i this week. From now omerd
you will be receiving our promotional offers ard survey imvitations from Coca Cola
Company.... fou can unsubscribe at any tim=) We wart you to removz skepticism from your
mind because tis award s egitimate from COCACOLACOMPANY PLC, ENGLAND. Most
importantly this is ta et you know that you area winner of the sum of 500,000.00¢BP {Five
Hurdred Thausand Great British Pounds Sterling's) in this rurmr up. Please make sure your
prize is laimed urgently.

Congratulations!

(ONLINE COCA COLA COMPANY.

*  Remember if something sounds too good to be true,

it is usually better to seek independent financial

advice before making investments.

*  Only do business with companies that you recognize

or know through recommendation or by someone

you trust.

Do not judge a company on how professional its

website may look. If in any doubt, you can check

if acompany is genuine by looking at its profile on

Companies House or Financial Services Authority

(FSA) websites or other associated public services
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Lesson 4

CYBER WAR AND CYBER TERRORISM
AND WAYS ON HOW TO PREVENT
CYBER TERRORISM FROM HAPPENING

Cyber Terrorism:
1. The use of computing resources to intimidate,
coerce or harm people, places or systems we

depend upon.




Characteristics of Cyber Terrorism:

1. They act must have scale and publicity.

2. Cyber Terrorism is safe and profitable.

3. Cyber Terrorism is difficult to counter without the
rights expertise and understanding of the Cyber
terrorist’s mind.

4. Relatively anonymous.

5. Unlike other acts of terrorism, if the Cyber terrorist
loses today, he/she does not die - he/she learns what
did not work, and will use that information against
you tomorrow.

Cyber Warriors:

1. The Cyber Terrorist will make certain that the
population of a nation will not be able to eat, to drink,
to move, or to live.

2. The people Charged with the protection of their

nation will not have warming, and will not be able
to shut down the terrorist, since that Cyber Terrorist
is relatively hard to locate and could be on the other
side of the world or sitting at a personal computer in

your public library.
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Psychology of Modern Warfare and Hacking:

For Fun (31.4%)

Want to be best defacer (17.2%)
No reason Specified (14.7%)
Political Reasons (11.8%)
Patriotism (10.9%)

As a Challenge (10.8%)
Revenge (3.3%)

Forms of Cyber Terrorism

Privacy Violation
Secret information appropriation and data theft
Demolition of e-governance base

Distributed denial of services attack

Critical Infrastructure affected by Cyber Terrorism:

1.

U

Government Operations
Emergency Services
Telecommunications
Electrical Energy

Gas & Oil Storage and Delivery



6.
7.
8.

Water Supply Systems
Banking & Finance

Transportation

Factors Contributing to the Existence of Cyber Terrorism:

1.

2
3.
4

Dependence on Network Infrastructure and the Internet.
Lack of Understanding of Security Risks.
Lack of Funding for Adequate Network Security Tools.

Perception that the steps to combat cyber terrorism

will make life inconvenient.
The ease and of doing the act.

Difficulty in tracking the Cyber Terrorist.

Direct Cost Implications:

1.
2.

S

Loss of sales during the disruption.

Staff time, network delays, intermittent access for

business users.

Increased insurance costs due to litigation.

Loss of intellectual property-research, pricing, etc.
Costs of forensics for recovery and litigation.

Loss of critical communications in time of emergency.
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Indirect Cost Implications:

1. Loss of Confidence and credibility in our financial systems.
2. Tarnished relationships & public image globally.

3. Strained business partner relationships-domestic and

internationally.

4. Loss of future customer revenues for an individual

or group of companies.

5. Loss of trust in the Government and Computer industry.

Who are the Cyber Terrorists?

1. Crackers: The transition may be motivated by money
or prestige. Usually, this transition will occur without

the cracker’s cognizance.

2. Young, Educated people brought into the folds of
terrorist groups- This new generation will have the

talent to execute the acts of Cyber terrorism.

Main Weapons:

1. Building / Office Security

2. Desktop / Laptop Computer Security
3. Network Security

4. Disaster Recovery planning



Tips to Prevent from Cyber Terrorism:

1.
2.

Cooperate and share intelligence among all agencies.

Learn the new rules, the new technologies, and the

new players.

The tools of a counter-Cyber Terrorist team must be
real time and dynamic, as the weapons will continually

change.
Make building, network and desktop security a priority.

Report instances of Cyber Crime to local law

enforcement agencies.

Recognize the most vital information and always keep

it in the safest possible Place.
Develop a strong password.
Disable any application that seems unnecessary.

If you are ever unsure about the safety of a site, or
receive suspicious email from an unknown address,

don’t access it. It could be trouble.
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PRESS RELEASES - NATIONAL CYBER
CRIME REFERENCE HANDBOOK

Coming, cyber
security guidelines

Ovrr, by 7

The Navional Cyber Safety and
Security Standards will re
lease a comprehensive set of
guidelines for private and
public sector companies to se-
cure thelr anline data,

Slated for unveiling by the
end of this calendar year, the
guidelines will help banks,
Bovernment enterprises and
private firms privy to sensi-
tive material guard their data
on the Inwrmet, 5 Mohan,
Chairman, National Cyber
Safety and Security Standards,
told Business Line at an event
here today.

“We are putting together an
exhaustive list, because there
is a diverse set of private en-
terprises in the country We
are not mandating any riles,
Thrr are just guidelines,” he
said.

The move to release guide-
lines comes at a time when se-
curity attacks on India are

owing mare frequent. In 4

dbook it released today,
the security agency describes

a March 2010 attack that stole]
revelatory information from
Indian  Defence Ministry -
“The India-focussed spy ring]

Handbook on cyber
attacks, information
thefts released

|Chennai: Tamil Madu governor K Rosainh on

used soclal w0t
vice providers such as rwitter,
Google and others to ke
over control of computers in|
India.”

The report says Chinese|
threats to India through a par|
asite program called ID‘I‘m"I
are rampant; an instance in|
March 2010 of security breach|
into Prime Minister's Office|
was traced back to  this|
malware.

Collabaration between
Stares and the Centre in ex-
changing information of at-
tacks and installing safy
mieasures will minimise s
attacks, says Amar Prasad Red-

Cy!
1 by the Natdonal

s like cyber [

commerce, e-mail security. cyber fraud and
cloud 14

e of video privacy and clec-
tronic survelllance and data security and pri-

“The autonomous body is doing extensive re-
mhmdmhminluqﬂ;nmmm the|
ocountry ¥ " hesaid.

The book provides n commaon platform for|
in cyber se-

dy, Ad:

al, National Cyber Safety and
Security Standards. He said
the organisation is now
ing to Include Internet Service
Providers in their aperatians,

to Ensmiies 1

curity he said adding the country wits a hot-|
spot” for such e
wvices are no longer confined to computers butf
are porvasive in everyday life. They range from)
smart phones to GPS devices and from health

30 that websites 4
confidential material can be
immediately taken down.

The Hindu Business Line, Pg No.07,
08 May 2014, Chennai

W illators,
Thebook is being distributed firee toall statd
eu::tru] nment departments.

The Times of India, P§ No.05,
08 May 2014, Chennai

Rajasthan Patrika,Page No.02, 08 May 2014, Chennai



TRy ase sreod® o8 O%o éwaa ;

3.
WWWM @s
E&w&;ww m&-mm

S Do @6[

wluaqpsmm '
Besdnabumt. wond wi
m)ﬁ‘ mw
NMMSHMM ; ol wio :
tee* 91 den. Foo 1.2 egien crye’ B S Ma&m.mmw
mwmm o b does %.w%mm@&,m
mww @Smm ngwwaﬁm“

Andhra ]yothz, Page No.10, 08 May 2014, Chennai

DEWDBID,, P8 JTeen

@A, Sghas

000 w0 senes aYRS Sred
oty SeDaee Sy Post el do
o ayiant o G5 R 83
&5 o S, e , el Soe
o Soi Sp0%0 fem UL S ekl
83 230pEs dgo Sr, eotlrdo oofig
28 """"&5 dred® Bed el nd i

wob: 2aiged yocky S 85 s
o St WS 3536 Tab o 050,
gl el o ooy Jgiweiy waBe0
@Sohom. 2B Aoeih wbisrof! Ty
M@:@W@Mm@ i " T |
sl BoE0 o S sddd Sy i = S .
wba DAY arol Sbolls Jrd ef P Dy e SpUt e, A36,5 Slsoty, Inin, oEGIRE, od NEY, sl o
8 Tangh Jrochy 2erfio BRI o8 00 oy dow Fio adarfiol 0 Sosg e Jolore! Dilsbljosoyd. S wopy
anmS gdem Mmoo, meb o5 f vomes Syd, dOAmohes 6 Dodt Snd v8ef o5 & odnird, Snd
Fmel Smeprotin, aowmlet Ted  pSott Ahoms & G Jestor® Wil 45 e oif O5 ey @Shend,
o8B |B0E Beii iy eoto s, s, B o 2898 Selofl, AfEn  tatetd Bork elusd 7o sR o
Srorto BendBEeal Jftods ol J0@mTGe SV sy Jer o SASDe Ty,

Sakshi, Page No.04, 08 May 2014, Chennai




(A%

Deccan Chronicle, Page No.07, 08 May 2014, Chennai

Chennai on Wednesday

Governqr K. Rosaiah released national
cyber crime reference hand book in

‘Create awareness on cyber laws’

Eapress News Service

Chennai: Governor K Ro-
salah on Wednesday wamed
that cyber crime was emerng-
g 15 1 serions thireat glob-
ally, with about 42 million
cyber erimes reported in In-
di cvery year.
ing the National Cy-
ber Crime Reference Hand
Book. brought out by the Na-
tional Cyber Safety and Se-
curity Standards and the
Minlstry of MSME, he said
that the Internet had brought
about a huge rim:p.:' in

T y =
1 Cyber Crime Reference Hand Book

modes of jication
and acoess to information.
“Our nation has become a
hotspot for cyber uttacks and
information thedt, he pointed

out. *Helghtening security  ed, ststained and instite-  infrastructure from hackers
for our systems has beeome  tonalised effortsare needed  and eyber x
imperative, and co-ordinat-  to protect critical network  The Governor wurna that

© aserious threat, with studies

;th-mhndmm\!s

showing seven out of 10
adults beeoming victims of
difierent modes of cyber
crime in their ifetime.
Tauding the initiatives|
lnunched by the National
Cyber ¢ and Secur

Stundards to curb and ener-
vate the spreading cyber]
threats, he said creation off
wareness an eyber laws,
sensitising the public o
safiety measures, identifying
ke host pages and creation)
of alertness and a sense of
vigll ngainst hackers was lm-|

perative.

“Educating people on
these lines is the need of they
hour,” he sdded.

The New Indian Express, Supplement. City Express

Page No.04, 08 May 2014, Chennai
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National Cyber Safety and Security Standards
Summit - 2014 Press Releases

Experts call for indigenous
anti-virus to protect data

Tinees News Nerwos

siniaaa 3jiny
Uf Gpf sgpris ||==T

Nmmsﬂmwmmwm

Colmbators under the aegis
G&Wﬂmuﬂﬁ@ﬁﬂﬂlﬂﬂﬂ of National Cyber Satyard — eldincityon iday
S0~ Cl !

T‘; [I‘H“"'-" Wm_wm:m mmmm;m ;lmx o
pisees i xign secretary and
B o ataria | INEHASON | | o mgies e Goge ot was hackd” Pol s sl fn Skkim
“"""""‘G - il i WAkt that re reluctant or delay said “There are s0 many shared the ssme view noting
O3fa1 5343103 aioon pralis GUA e initiation of action on com-  questionson cyber safety but  that @ mechanism to ensure

o ganin; | GBS el sipfing. uhms..hl‘.mandmw no answers,” be said So  onder shoald be developed to
it ouns B8, | | cron il mayar g et
agdariig Oarow . ':e. e deliberations undertinedthe  for various reasans like so  Amar Prasad Redy from
i i i e ey, | | 0t for urgent pre clal petworking and bank-  National Cyber Safety and
‘ul'"‘"" L | e e AP Fe s mqmm ing, but most people are pot  Security Standards, a self
™ D ad | ‘1 S i h sonerned sid

| ety e L

@SB ara ppis | Bdwrs st Gl Qe kb R b Al
dvervds Gwoawant | =BAarbSe, el ur | | “Thefisteperincewasin - S Machendranathan said  ernment, private and public

:;;,ﬁ,.':. g | Pl gpcieemmee "M 004 when | found two trans-  that updating safety stan  enterprisesandevolwea com-

Gereny Duferrs. s | Waeeme Sevind | | actions done fom my - dards showld continge an a - monstandandsfe ybersate

' apaat OuiPupresgy- | 7 s ping count without my knowl  parwith technology develop-  tu

Daily Thanthi Sep 20 Pg 11 Times of India Sep 20 Pg 5

/‘Iiesponse to Gyher Grime Complaints Slow’

s Mows Savice the National Cyber Safety - cases asthe crbererime po- ilﬂlhwmlm thet s far & Tasil Yads  dyen through z:hlimh

and Secnrity Stiadanks hummm wasconcermed, cvbercriml.  gites. Mast of he
“Colmbatore: Gocgl, Yo Summit sy here o Fri- | b ez s targeted womes asd mmummqm hnﬂnm
“haa and Fi ook day. ek m:ln:inu!mhm imt-n!ieﬂmjn children. Women were with afinanclal mothe aa e their coditdebil card
* muee than 4% beurs 13 re- The Additioea Dincter- yhorks threatened by poting their  the bank sccounts were hlﬁlull.lwwi
“spond to cyber crime coow- Gemeral, National Cyber Efnb&nhobmn wh‘lh&nm‘hﬂ marphed personal pictures  hacked. Mest of the time, vas ol
Iplaints a8 pone of tese Saoty and Security - o head and eonlact sumbers on  hanks oot enertsin v back o the gl
s MNMM}; damage could already be bﬁd!ﬁﬂw webstes and secial medha  plinks fomvitimsaithey A 18 State gavern
it soid 1 was dificalt or ol oo b the victin s ks commmnicate with allthe e 20 preal to suppart - meat repeeientalves, e
the detal of crimimls ﬂ'u-';dm i n;;:,iﬂw b i >l e L
o i i ar
most of the cyber erine  certain penple d  Crbercris i ik J;fum m'»m‘h MM

The New Indian Express Sep 20 Pg 3
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Call to establish Fast Track Courts
to try cases of cyber crime

‘Convictions will result in better awareness of cyber laws’

courts to hear

::;dl @ in
internet usage as many
a8 ‘websites visited
people of the country ev-
o . He also expressed
‘the need for allocation of
to improve cyber secu-
rity. He claimed that last year
the Ministry of
tion Information Tech:

cyber crime  nology sought

Re. 1500 crere
far this purp-uu."ﬂuj. the

ed. Mr. Vallinayagam folt thay

Rs. 500 crore,” he said.

He said that in India, The
Information Security Act was
passed in the 2000 and was
amended in 2008 - with pro-
visions &m“; mn

* cyber st i ng
and pornography. Noting that
there are cyber labs only in

the labs too have only limited  roging
TesOUrces. Government
ghould improve the Infras-
tructure of these labs and

Goondas  Act  should b

and - chippuad
agoinst  cyber  orime
offondore.

“Weare still using laws that
were framed by the British,
We ghould enforee and mod-
ity laws to sult our soclety. A
Roman states thal fear should
be always in the mind of the
criminal, elee he will axpand
his horlzon,* he said. He also
wd e viced ot cbon-

- frame a cyber policy, he odd-  cyber crime

The Hindu Sep 21 Pg 5
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